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Coaep:xanne

1. Onmcanue KOMIeTeHIHH.
1.1. AKTyaJIbHOCTh KOMIIETeHI[HH.

Komnerenmus «Wudpopmarmonnas 6Ge3zomacHocTs» BxoauT B «TOII-50 Hambonee
BOCTPEOOBaHHBIX W IEPCIEKTHBHBIX NMPOQECCHi» B COOTBETCTBHH C JIyUIIMMH 3apyOeKHBIMH
CTaHJapTaMH ¥ TIIEPEIOBBIMH TEXHOJOTHSMH. YTBEPXKICHO MpHKazaMd MUHHCTEPCTBA
obpa3oBanus U Hayku Poccuiickoit dheneparmu ot 09 nexabps 2016 roga Ne 1551, Nel553 B Buze
DenepanbHBIX 00pa30BaTENbHBIX CTAHJAPTOB CPEAHETO MPodecCHOHAIBHOr0 00pa3oBaHus
10.02.04 «Obecneuenne uHGOPMAITMOHHON O€30IIaCHOCTH TEIEKOMMYHHUKAIIMOHHBIX CHCTEMY,
10.02.05 «Obecneuenne nHGOPMAITHOHHOM 6€30ITACHOCTH aBTOMAaTU3UPOBAaHHBIX CHCTEM) .

Vmess pemaromyio pojib B IOBCETHEBHOM (QYHKIMOHMPOBAaHMHM, TEXHHK IIO 3alllUTE
uHGOpMAIMA HMEET CHOPOC B OpraHU3alUsAX pa3iHYHBIX MacmTaboB KOMMEPYECKOrO H
rOCYIapCTBEHHOIO CEKTOpa, Takde Kak: kommamms D-Link, Kox Gesomacmoctn, MHoTekc,
Wudoroty, Uudopm3zamura u np. Madopmanus KoHGHICHINATBHOIO XapakTepa HyXIaeTcs B
3aliMTe, CIENOBAaTENbHO - B 3alATE HyXXHarotcs Bce dieMeHTHl cucreMel  IK,
ABTOMATU3MPOBAHHEIE CHCTEMEIL, CETh, CETEBOE 000PYI0BaHNE, IEPUMETP O0BEKTa M T.I. TeXHHK
0 3aI1muTe KHQOPMAIIMH HECET OTBETCTBEHHOCTH 33 HACTPOHKY 000pyAOBaHUS W IPOrpaMMHOIO
obecrnieyenus 1o 3ammrTe WHGOpPMAIMHU, HaJeKHOE (QyHKIMOHMPOBAHHE ABTOMATH3HPOBAHHBIX
CHCTEM MPEANPUATHS, TIOAAepkKaHie HHOPMaMOHHOK 6€30I1aCHOCTH.

WnbopmanuonHas 6e30I1aCHOCTE TPeOyeT MHUPOKKH CIIEKTp [O3HAHKM H HABBIKOB B 001aCTH
MH(bOPMAIHOHHEIX TEXHONOTHH. B CBA3M ¢ GHICTPEIM pa3BATHEM 5TOH 06MacTd, TpeOOBAHHA K
TEXHHUKaM II0 3aI0UTe HHPOPMAITHH IOCTOSHHO BO3PACTaloT.

1.2. TIpodeccun, N0 KOTOPHIM YYACTHHKH CMOTYT TPYAOYCTPOHTHCH MOCIC
0CBOCHHUA IlaHHOﬁ KOMIICTCHIIAH.

TexHuK Mo 3amuTe HHGOpMaIIH.

1.3. CchbL1ka Ha 06pa3oBaTe bHBIN H/HIH NPo(ecCHOHANLHBIH CTAHAAPT.
(KOHKpeTHBIE CTAHAAPTHI) ”

I koIbLHRAKH CTyaeHTBI CnenuajancTbl
@I'OC CIIO 10.02.04 @©I'0C CIIO 10.02.04 T1® «CrenuaiycT 10 3aI0yTe
"ObecnedyeHne "O6ecneueHre MHGOPMAIMOHHOM | HH(OPMALMK B aBTOMATH3APOBAHHbIX
HMH(GOPMALMOHHOM 6e30macHOCTH CHCTEMAX)
6e30macHOCTH TeNIEKOMMY HUKALIHOHHBIX http://docs.cntd.ru/document/420377328
TENEKOMMY HUKAIIMOHHBIX cucreM"
cucrem" http://top-50.gapm.ru/
http://top-50.gapm.ru/ @®I'0C CIIO 10.02.05
@©I'OC CIIO 10.02.05 "O6ecneueHre HHGOPMALMOHHOM
"ObecnedeHue 6e3omacHOCTH
vH(GOpMaIMOHHON aBTOMaTHU3MPOBaHHBIX CUCTEM"
6e30macHOCTH http://reestrspo.ru/node/580
aBTOMATHU3MPOBAHHBIX CUCTEM"
http://reestrspo.ru/node/580
®I'0C BO «MHpopmanuoHHas
6e30macHOCTh (YPOBEHb
GaxaiaBpHara)»
http://fgosvo.ru/news/1/2131




1.4. TpeGoBanus k KBaJupHKAIHKH.

IIIxonpHUKU

CtyneHTs

CrienmuaiIucTEl

Lonoicen 3namn:

0COOEHHOCTH " CIIOCOOBI
IOPMMEHEHHs  TNPOTPaMMHBIX M
NPOrpaMMHO-aMIIapaTHEIX ~ CPEACTB
3aIlIUTHl UHPOpPMAIIUH, B TOM YHCIIE,

B OTEpaUOHHBIX CHCTEMaX,
KOMIIBIOTEPHBIX ceTsX, 6azax
JaHHBIX;

THIIOBBIE MOJEIUA YNPAaBJICHUS

JOCTYIIOM, CpEOCTB, METOJOB M
OPOTOKOJIOB ~ WACHTHQUKALAH U
ayTeHTU(UKALHH;

THUIIOBBIE CPEACTBA U METO/BI
BEJCHWS  ayAuTa, CpeacTB |
Croco60B 3amuTE HHGOPMALIUK B
JIOKAJIbHBIX BEYUCIUTENBHBIX CETSX,
CpencTB 3aIIUTHI oT
HECaHKIIOHUPOBAHHOT'O JOCTYIIa;
OCHOBHBIE NIOHATHUS KpUITOrpadhuu
W THUNOBBIX KpHUITOrpadMyecKux
METOJOB M  CpEeACTB  3aIUThI
vH(OpMamu.
Honowcen ymemo:

yCTaHABIIMBaTh,  HACTPAWBaTh,
OPUMEHSTh TpPOrpaMMHEIE u
pPOrpaMMHO-aIapaTHeIE CPENCTBa
3aIUThl UHOPMAIWH;

JUarHOCTUPOBaTh,  YCTPaHATh
OTKa3bl, obecreunBaTh
paboToCHOCOOHOCT U TECTHPOBAThH
(YHKIUHE MPOrpaMMHO-aINapaTHBIX
CpPeICTB 3alIUThl HH)OPMALUH;

TIPOBEPSTH BBITIOJIHEHHE
TpeboBaHMA 1o 3aIIKTe
uHpOpMaIH oT
HECaHKLIIMOHMPOBAaHHOTO  JOCTyIa
npu aTTecTaly 00BEKTOB

uH(popMaTU3alMy N0 TpeGOBaHUIM
6e3omacHoCTH HHGOPMALIUH;

WCTIONIE30BaTh THUTIOBBIE
OpOTpaMMHBIE KpHITOrpaduyecKkue
CpencTBa, B TOM qucie
3JIEKTPOHHYIO TIOAIHCH;

yCTaHABIWBAaTh W HAcCTpauBaTh
CpPEICTBAa AaHTHBUPYCHOM 3allUTHI B
COOTBETCTBUHM C NPEIbIBIAEMBIMI
TpeOOBaHUAMH;

OCYIECTBIISATH MOHUTOPHUHT U

PETUCTPALUIO CBEJICHWUH,
HEOOXOAUMBIX pio)i1 3aMIWTHI
00BEKTOB MH(pOpMaTH3alKK, B TOM
qucie c HCTIONB30BaHUEM
NPOTPaMMHBIX ¥ TIPOrPaMMHO-

anmnapaTHbIX CpPeCTB OOHAPYKEeHUS,
NpenyNpexAeHuss U JMKBUAALMU
TIOCJIEICTBHH KOMIIBIOTEPHBIX aTak.
HMMETb NPaKTUYECKUH OIBIT B:
YCTaHOBKE U HacTpOMKe

Honoicen 3namo.:

0cob6eHHOCTH u €1oco06b!
NPUMEHEHHs  NPOrPaMMHBIX U
IIPOTrpaMMHO-aNIapaTHBIX ~ CPEACTB
3aIUTHl UHGOPMAIMH, B TOM YHCIIE,
B OTIEPAIIMOHHBIX CHCTEMaXx,
KOMIIBIOTEPHBIX ~ CeTaX,  0Oasax
IaHHBIX;

THUIIOBBIE MOZENH YIpPaBJIECHUSL
JOCTYIIOM, CpEACTB, METOIOB W
OPOTOKOJIOB ~ HIOCHTUQUKAIMH U
ayTeHTU(UKAIIH;

THUIIOBBIE CPEICTBA U METOIBI
BECHUS  ayaWTra, CpeACTB |
cnoco60B 3amuTsl HHPOPMALMH B
JIOKAJIbHBIX BBIYUCITUTENBHBIX CETSX,
CpencTB 3aIUTHI oT
HECaHKIIMOHUPOBAaHHOT'O JOCTYIIa;
OCHOBHBIE TOHATHUS KpUNTOTrpadhuu
U THIOBBIX KPHUINTOTpadUYecKux
METONOB H  CpPEICTB  3alUTHI
uHbOpMaNUH.

Honowcen ymemb:

yCTaHABJIMBATh,  HACTPaMBATh,
IPUMEHSTh OporpaMMHEIE u
pOrpaMMHO-aIapaTHBe CPeACTBa
3aIIUTH MHPOpMALWY;

IAarHOCTHAPOBATh,  YCTPAHSATh
OTKa3bl, obecrieynBaTh
paboTOCIIOCOOHOCT U TECTHPOBAThH
(yHKIME NpPOrpaMMHO-amNapaTHBIX
CpeICTB 3alUThl HHOPMALHH;

MIPOBEPSTH BBITIOJTHEHHE
Tpe6oBaHui 1o 3amIuTe
HHpOpPMALIUU oT
HECaHKIMOHUPOBAaHHOTO  JOCTyna
119)71 aTTeCTallly 00BEKTOB

“HpOpMATH3aMU 10 TPEeOOBaHMAM
Ge3omacHOCTH HHGYOPMALIUH;

HCIIONB30BaTh THIIOBBIE
pOrpaMMHEIE  KpUITOrpaduyeckue
CpenCTBa, B TOM qucIe
SIIEKTPOHHYIO TIOAIIHKCE;

yCTaHaBIMBaTh U HACTPaWBaTh
CpeICTBa AHTHUBUPYCHOM 3alIWTHI B
COOTBETCTBUH C HPENBLABISIEMBIMU

Tpe6OBaHUAMM;

OCYIIECTBIISITH MOHUTOPHUHT U
pETUCTpaLUIO CBEJICHUM,
He00XO0TUMEIX TS 3AITUTEI
00BeKTOB MH(OpMaTH3ALMK, B TOM
L1 (0 (5 ¢ KCIIOJIE30BAHUEM
MPOTPaMMHBIX M TIPOrpaMMHO-

anmapaTHBIX CPeICTB 00HapyKEHWUS,
MPENyNpeXAeHUs W JIMKBUAALUH
MOCTEICTBHIA KOMIBIOTEPHBIX aTak.
HAMETbh NPaKTUIECKUH OIBIT B:
YCTaHOBKE Hu HaCTpOMKe

onoicen 3namy.

TumoBble CpencTBa U METOIBI
3alUTHl MH()OPMAIMK B JIOKAIBHBIX
U TI06abHBIX  BBIYUCIUTENBHBIX

CeTsAX
BazoBas KOH(pUrypanus
CHCTEMBI  3amMTHl  WH(OpPMaIWU

ABTOMATHU3UPOBAHHOMN CHCTEMEI
Ocob6ernHocTH TIPUMEHEHUA
NPOTPaMMHBIX U NPOrPaMMHO-
anmapaTHbIX ~ CPEACTB  3aIUTHI
uHpOpMaIU B
ABTOMATH3UPOBAHHEIX CHCTEMaXx
TumoBEIE CPENCTBA, METOBI U
IPOTOKOJIBL UAECHTUDUKAIY,
ayTeHTU(UKALUY U aBTOPH3aLUH
HopMaTHBHBIE TIPABOBBIE aKThI B
obacTy 3amuUTE HHOOPMaLH

OpraHu3alliOHHbIE MEDBI IO
3amute uHGopManuu
[Honoicen ymemo:

Kon¢urypupoBaTb napaMeTphl
CHCTEMBI  3aIUTHl  HH(OpMaIKH
aBTOMATH3UPOBAHHOU CHCTEMEI B
COOTBETCTBUM c ee
3KCILTyaTallMOHHOMN
JOKyMEHTaLUEH.

O6HapyxuBaTb M YCTPaHATh

HEWCIIPaBHOCTY CHCTEMBI 3aIWTHI
HH(OPMAIMH. aBTOMATH3UPOBAHHOM
CHCTEMBI COTJIacHO
3KCIUTyaTallMOHHOM JOKYMEHTAlWH.

IIpousBoauTh MOHTaX H
JUardHOCTHKY KOMIIBIOTEPHBIX CETEH.

Hcnone3oBath THIIOBBIE
Kkpunrorpaduaeckue cpencTBa

3aIUThl HHPOPMAIHH, B TOM YHCIIE
CpencTBa 3JIeKTPOHHOM IOMAMHUCH.

OdopMIATE JOKyMEHTALMIO IO
pernamMeHTallid MEPONPHATHN |
OKa3aHHIO YCIIYT B OOJIACTH 3aIMThI
UH(MOPMaLUH.

OdopMIATh TEXHUYECKYIO
JOKYMEHTALMI0O B COOTBETCTBHH C
HOPMAaTHBHBIMU NIPaBOBBIMH aKTaMH
B 06J1aCTH 3aI0UTHl HHPOPMAIIKH.

Hcmonp3oBaTh ~ MpOrpaMMHbIE
CpencTBa UL ApPXMBHUPOBaHUs
uHpOpMaIWH.

Hcnonp30BaTh NpPOrpaMMHBIE H
MpOrpaMMHO-aIIapaTHEIE. CPENCTBa
Ul YHUYTOXEHUS WHGOOpMAaLUH MU
HocuTeel MHGOpMaLUH.

Hcnons3oBaTh THUTIOBBIE
KpUNTOrpadpuiecKue cpencTBa
3amuThl MHQOpPMALMHY, B TOM YHCIIE

3JICKTPOHHYIO IIOANIHCE.
Onpenemm, HUCTOYHUKHA u




NPOrpaMMHBIX
uHbOpMAIHY;
TECTUPOBAHUH byHKIHiH,
JNUArHOCTHKE, yCTPAaHEHUM OTKa30BH
BOCCTAaHOBJICHUN
paboTOCTIOCOGHOCTH TPOTrPaMMHBIX
4 IPOrpaMMHO-aNIapaTHBIX CPeICTB
3aUTE HH)OPMAIHH;
ydere, 00OpaboTke, XpaHEHHH U

CpEACTB  3alIHUTHI

nepenaye uH(pOpManumu, ISt
KOTOpOit YCTaHOBJIEH pexuM
KOHGUIECHIIMATLHOCTH.

MPOTPaMMHBIX
vHbOpManuH;
TECTUPOBAHUH byHKIWMi,
JMArHOCTHKE, YCTPAHEHUM OTKa30BH
BOCCTaHOBJICHUH
paboTOCTIOCOGHOCTH TMPOTPaMMHBIX
M TIPOrpaMMHO-aIIapaTHIX CPEICTB
3amuThl HHOPMAIWH;
ydete, 06paboTke, XpaHEHUH H

CPEICTB  3aIIHTHI

nepenade uHbOpMaIHH, ISt
KOTOPOH  yCTaHOBIEH  pEeXUM
KOH(HICHIHAIBHOCTH.

TIPUYHHBI
VHIUAEHTOB.
OneHuBaTh TIOCIIENCTBHS
BBISIBIICHHBIX WHIUIEHTOB.
OO6HapyXH1BaTh HapyIIeHUs
MPaBUJI pa3rpaHUUueHUs JOCTyIA.
VYcTpaHaTh HapyIeHWs IPaBUI
pasrpaHUYeHHUs JOCTyIa.

BO3HHUKHOBECHHA

OcyniecTBIATh KOHTpOJIb
obecrieueHus YPOBHs
3alIUIIEHHOCTH B

aBTOMAaTHU3MPOBAHHBIX CHCTEMAX.
Hcnons3oBath
Kpunrorpapudeckue  METOABI U
CpencTBa 3aMUThl HHPOpPMaLUy B
aBTOMAaTH3UPOBaHHBIX CHCTEMAX.
Co3pnaBath, yJaniTh U U3MEHATh

yUeTHblE 3allUCH IOJIb30BaTEICH
aBTOMATU3UPOBAaHHOW CHCTEMEI.

IInanupoBath TIOJIUTHKY
6€30I1acHOCTH MIPOrPaMMHBIX
KOMIIOHEHTOB.

aBTOMATH3UPOBAHHBIX CHCTEM
YcranaBnuBaTh M HacTpawBaTh
OTEpAlAOHHBIE CHCTEMBI, CHCTEMEI
ynpaBieHus ~ 6a3aMd  JaHHBIX,
KOMIIBIOTEPHBIE ceTH "
MpOrpaMMHBIE CHCTEMBI C Y4YETOM
TpeGoBaHmMii MmO  ObecreYeHHIo
3aniMThl HHGQOPMALIUH.
PeructpupoBaTth cOOBITH,
CBS3aHHBIE C 3aNIUTON MH(MOpMalUH
B @BTOMAaTU3MPOBAHHBIX CHCTEMAX.
AHaTM3UpOBaTh COOBITHA,
CBsSI3aHHEIE C 3amuTOM MHGOpMaLMH
B aBTOMATHU3MPOBAHHAIX CACTEMAX.
Koun¢urypuposaTs IapamMeTpsl
CHCTEMBI  3amuTHl  MHGOpPMaUMU
aBTOMATH3UPOBAHHBIX CHCTEM.
IIpumeHsaTs TEXHUYECKUE
cpencTea KOHTPOIs 3((PEeKTHBHOCTH
Mep 3anIAThl HHHOPMALIUH.

IIpumersaTL TUIOBBIE
MpOrpaMMHbIE CpencTBa
pe3epBUPOBaHUs ¥ BOCCTAHOBJIEHUS
uH(popMayu B
ABTOMATHU3MPOBAHHBIX CHCTEMAX.

IIpumensATs TIPOTpaMMHBIE
cpencTsa obecniedeHus
6e30MacHOCTH JaHHEIX.

JIOKyMEHTHPOBaTh AEHCTBUS IO
YCTpaHEHHI0  HEMCIPAaBHOCTEW B
pabore CHCTEMBI 3aMIUTEI
uHGOpMAIMH. aBTOMATH3UPOBAHHOMN
CHCTEMBI

BeisiieHre yrpo3 6€300acHOCTH
uHGOpPMaLMU B
ABTOMATHU3MPOBAHHBIX CHCTEMAX.

VcTpaHeHHe — HEIOCTaTKOB B
(GYHKIOHHPOBaHUH CHCTEMBI
3aIIUTHI uHbOpMaLK

ABTOMATHU3UPOBAaHHOM CHCTEMBIL.
[puMeHsITE MHCTPYMEHTAIbHEIE




CpelcTBa KOHTPOJIS 3alIULIEHHOCTH
uH(popMaIuu B
aBTOMaTU3MPOBAHHBIX CUCTEMAX.
YcrpansaTe U3BECTHBIE
YSI3BUMOCTH ~ aBTOMaTH3HPOBAHHOM
CHCTEMBI, TIPUBOJAILME K
BO3HUKHOBEHUIO yrpos
6e3onmacHOCTH HH(OPMALUHL.
YcrpaHaTh BBISIBJIEHHBIE
YS3BEMOCTH ~ aBTOMaTH3HPOBAHHOM
CHCTEMBI, MPUBOJAIIME K
BO3HUKHOBEHHIO yIpo3
6e30macHOCTH HH(OPMALHH.

2. KonxypcHoe 3a1anue.
KonkypcHoe 3aganne MoxkeT ObITh H3MeHeHO Ha 30% B mpeaenax

CYLIECTBYIOLIHUX MOJYJICH.

2.1. KpaTkoe onucanue 3aaHusl.

IxoapaukH: B Xozme BBINOIHEHHUS KOHKYPCHOI'O 3aJlaHUsd YYaCTHHUK BBIIIOJHACT

CIIEAYIOIIHeE IEUCTBHS C HCIONb30BanueM VPN-cucTem kopmoparieHoro kiacca (Virtual Private
Network):

PasséprhiBanme, HacTpoiika u mpoBepka pabotocmocobHocTH VPN-cetn Ha
CyIIECTBYIOIIEH U BEIUUCIUTENbHON HHPACTPYKTYPE.

AIMVMHUCTPHPOBAHKE y3JIOB U I10JIb30BATENEH.

BrImonHeHHE KOMITPOMETAITUH Y3JI0B, KITFO4EH, IT0JIb30BaTeIel. BocCTaHOBICHUE CBS3H.

CT'yIleHTbl! B xoxe BHIIOIHEHHUS KOHKYPCHOI'O 33JlaHusi Y4YaCTHHK BBIIOJIHACT

CIeyIOIMe JeHCTBHS ¢ McTob30BaHreM VPN-cuctem koproparuHoro kiacca (Virtual Private
Network):

PassépThiBaHME, HacTpolika u IpoBepka pabortocmocobHoctn VPN-cetn Ha
CYIIECTBYIOIIEH ¥ BEMUACIUTENFHOM HHGPACTPYKTYPE.

AIMUHHCTpPHpPOBaHUE y3JI0B U IIOJIb30BaTEIIEH.

BBIoNIHEHHE KOMIIPOMETAIIMH Y3JI0B, KIIFO4eH, oJIb30BaTeNel. BoccTaHOBICHHE CBA3H.
OOHOBIIEHHE KITFOYEBOM HHPOPMALIUH.

Oprasu3aiuio MexXCceTeBOro B3auMOIEHCTBHUS U Ty HHEIUPOBAHHUSI.

Cnenupaauctbl: B Xo/e BBIIOIHECHUS KOHKYPCHOI'O 33JlaHAA YYaCTHHK BBIIIOJHACT

cleyIoue AeicTBYS ¢ Heronb3oBanneM VPN-cuctem koprioparusaoro kinacca (Virtual Private
Network):

PaspépTeiBaHMe, HacTpoiika U mpoBepka paboTocmocobHocTH VPN-cetn Ha
CYIIECTBYIOIIEN ¥ BEIYUCIUTEIFHON HHPPACTPYKTYPE.

AJIMAHHCTPUPOBAHHUE Y3JI0B U NIOJIb30BATEINEH.

BeonHeHre KOMIPOMETAIIMN Y3JI0B, KIIF0O4YeH, 0oIb30BaTe/ic. BocCTaHOBICHHE CBA3H.
OGHOBIEHNE KITFOUYEBOH HHGbOpMAaIUH.

OpraHu3aIuio MEXCETEBOT0 B3aUMOICHCTBYS ¥ Ty HHETMPOBAHHUS.

BHe/ipeHne IeHTPaIN30BaHHBIX MOMUTHK Ge30nacHocTH. OGecedeHre 3amuThl paboIrx
MECT.




2.2. Ctpykrypa 1 nmoapotHoe onucaHne KOHKYPCHOTO 3aJaHHAs.

HanMenoBaHue u

ONHCAHHE MOJYJIs Jenn Bpems PesyabTar
Mixoaenaxk | Monyins A. IepBsrii 40 MuHYT Cospana
PazBepTriBaHHE JIeHb 3allMIICHHAs  CeTh
3amuineHHor VPN ViPNet.
CeTH.
Mopyns b. Pabora ¢ IepBsiii 40 MUHYT Hacrpoeno
y3J1aMu U JIEHb coenunenue ¢ b1
IIOJIb30BATESIMH.
Monyis B. ITepBbiit 40 MuHYT ITpousseneHa
Kommpomeranus JeHb KOMITPOMETaLus
yaua. KITFOuei %
BOCCTaHOBJICHHE
CEeTeBOT0
B3aMMOJIEHCTBUS
CpencTBaMHU
YKI/IyC
Monyns I IlepBsiit 20 MHHYT Crenausl
PaborocnocobHoCTE AeHb CEPMHIIOTEE
CeTH. paﬁo'mf:noco6non
cetu ViPNet
CryneHT Mopyns A. | Tlepesiii 40 MuHYyT Co3pana
Pa3BepTriBanue II€Hb 3alMINEHHas  CETb
3aLUIIEHHON VPN ViPNet.
CETH.
Monyns b. Pa6ota ¢ | Ilepsbii 40 MUHYT HacrpoeHo
y3J1aMu " JIEHb coemguneHus ¢ b1
II0JIb30BATENSAMH.
Mopyns B. | Ilepesri 30 MuHyT IpouseeneHa
Kommnpomeranus NeHb HEMTO METRI
y3ra. KITIOueH U
BOCCTaHOBJIEHHE
CETEBOr0
B3aMMOJCHUCTBU
cpencTBaMu
VKIYIIYC
Mopyns I'.| Tlepssrii 30 MHHYT Crenassl
Pa6orocmoco6HOCTE JCHBb CKpHHIIOTBI
SaTH paboTocnoco6HOMH
cetu ViPNet
IIpoBepeno
B3aUMOJICHCTBHE

Y3JIOB, OTIPABJIEHO
COOOIIEHHE IEJIOBOM
[IOYTHI B IPOrpaMMe
ViPNet Client
Monitor ¢ y3na
Admin Ha User.




Coenuamucr | Momyis A. | Tlepssriit 40 MUHYT Cozmana
Pa3BepTriBaHue JI€Hb 3allMINEHHAs  CeThb
3aIHIIECHHOM VPN ViPNet.
CeTH.

Monyns b. Pabota ¢ | Ilepssiii 40 MUHYT Hactpoeno
y31amMu " JIeHb coenuHenus ¢ B/I.
II0JI30BATENISIMHU.
Monyns B.| TIlepssrii 20 MuHYT ITpousBesneHa
Kommpomeranus AeHb KOMITPOMETALIHS
y31a. KITFOYei 7
BOCCTaHOBJICHHE
CEeTEeBOro
B3aHMOJICUCTBHSA
CpencTBamMu
VKIYIIYC
Monyns I'. | Ilepssrit 20 MuUHYT CrenaHsl
PaboTocmocobHOCTE NIEeHb CKPHHIIOTBI
CeTH. paboTocnocobHoM
cetn ViPNet
IIpoBepeno
B3aHMOJICHCTBHE
V3JIOB, OTIPAaBIICHO
coo011eHne AETT0BOH
MOYTHI B IPOrpaMme
ViPNet Client
Hactpoeno
TyHHEJTUPOBaHHE
MEXIy OTKPBITBIM
y37I0M OJTHOM CETH U
KJIHEHTOM w3
Jpyro# CEeTH.

2.3. Iloc/1e10BaTE/ILHOCTD BhINOJHEHH 32JaHH .
MIkoabHUKH:
Monyas A. PasBepThiBanue 3amuienHon VPN cern.

C moMoIpI0 TEXHOJIOTHH BUPTYaIBHBIX MAIMH 71 BBIIOJIHEHHS 3aJJaHks CMOJICTTMPOBaHa
KOPIIOpaTHUBHAS CETh OpraHU3aIyy Ha 2 pummanax u 1 oduce napTHEPOB.

HeobxomuMo caMOCTOSITEIbHO HACTPOUTh COEOWHEHHWS, MEXAYy BHPTYalbHBIMU
MaIlliHAMH UCIOJIB3YsI CETeBbIe HHTEP(EHCHL.
Moayas b. Pa6oTa c y31amMu 4 noJib30BaTeIsIMH.

Ilpy BBEINONHEHHM 3aaHWii HEOOXOMMMO KIIIOYEBHIE HACTPOWKM (YCTaHOBKA IapoJIei,
HacTpoiku coequHenus ¢ BJI, koMmpoMmerTanus, CKpUHIIOTH paboTocmocobHo# cetn ViPNet u
AHAJIOTWYHEIE) WK YKa3aHHbIE MOMEHTHI B 33[JaHUHU IOATBEPXKAATh CKPHHINOTaMH. CKPHHIIIOTHI
HEOOXOIMMO COXpaHUTh Ha pabodeM crone B mamke «Moxaynb InfoTeCS». ®@opmar Ha3BaHHs
ckpunmoToB: ITCS-1-2-1.jpg (3amanwme 1.2, ckpuHmOT 1). MoXHO [06aBHTH KOMMEHTapHid
(ITCS-1-2-1-Coordinator).

Moayas B. Komnpomeranus y3Ja.

ITepen HauyanoM BEITOTHEHNS 3a(UKCHPOBATH CKPUHIIOTAMH MMEIOLIYIOCS CTPYKTYPY CETH
u okHO YKII ¢ BapranTaMu EPCOHATBHOTO KITF04a KOMIIPOMETHPYEMOro Hojb3oBaTeid. Caenarh
CKPHMHINOTHI 9KpaHa «3alUINeHHas CEThY» Ha IByX KOOPAUHATOPaX.

[Tpow3BecTH KOMIIPOMETAIMIO KIIOYEH M BOCCTAHOBICHHE CETEBOI'O B3aWMOJACHCTBHUS

cpenctBamu YKI/ITYC



Monyas I. PaGoTocmoco6HOCTE ceTH.

PassepuyTs Ha [1K paGodee MecTo AMHUHHCTpATOpa MAPTHEPCKOM CETH, CO31aTh CTPYKTYPY
BTOpO# ceTH. HacTpouTs MexceTeBoe B3auMOIEHCTBIE MEXIY IBYMs 3aLUIIEHHBIME CETIMH,
ClIeNIaTh CKPHHIIIOTHI BCEX 3TAllOB yCTAaHOBKH MEXCETEBOr0 B3auMoieiicTBus. [IpoBepuTh
B3aUMOJIEHCTBHE Y3JIOB, OTIIPABUB COOOIIEHUE JIETOBOM IOYTEL

CryneHTni:
Mogyas A. Pa3BepThiBanue 3amumenHoi VPN cern.

C moMOIIBIO TEXHOJIOTHH BUPTYAIBHBIX MAIIKH JIJIsl BRIIOJIHEHHS 3aJaHUs] CMOICTHPOBaHA
KOPIIOpaTHUBHAs CETh OpraHu3alyy Ha 2 pummanax u 1 oduce mapTHEpOB.

HeobxomuMo caMOCTOSTENIEHO HACTPOUTh COEIAMHEHHS, MEXIY BHPTYyaIbHBIMH
MaIlllMHAMHM HUCIIONIb3Ysl CETEBbIE HHTEP(DENUCH.
Moayas B. PagoTa ¢ y3/1aMu 1 10,1b30BaTE/ISIMH.

IIpu BIIONHEHWHW 3ajaHWi HEOOXOOMMO KIIOYEBHIE HACTPOMKH (YCTaHOBKA MapoJei,
HACTpOMKH coenuHeHus ¢ b/, koMmpomeramnus, CKpUHIIOTH paboTtocmocobHoi cetu ViPNet u
AQHAJIOTMYHbIE) MM yKa3aHHBIE MOMEHTHI B 33/IaHAH ITOATBEPXKAATh CKpUHITOTaMH. CKPHHIIOTEI
HEeoOXOIMMO COXpaHHTh Ha paboueM croyie B mamnke «Moxayis InfoTeCS». @opmar Ha3BaHuS
ckpunmoroB: ITCS-1-2-1.jpg (3amamme 1.2, ckpuHmoT 1). MoXHO M06aBUTH KOMMEHTapUit
(ITCS-1-2-1-Coordinator).

Mogyas B. Komnpomeranus y3Ja.

Ilepen HaganoM BeIIOTHEHHS 32 UKCHPOBATH CKPHHIIIOTAME HMEIOIIYIOCS CTPYKTYPY CETH
1 okHO YKII ¢ BapraHTaMu NepcoHAIBFHOTO KITF0Ya KOMIPOMETHPYEMOTo Iojtb3oBarens. Caenars
CKPMHIIOTEI 3KpaHa «3alllMIIECHHas CeTh» Ha JBYX KOOpAMHATOpaXx.

ITpousBecTH KOMIIpOMETAlMIO KIFOYEH M BOCCTAHOBJICHHE CETEBOTO B3aHMOJECHCTBHUSA

cpenctamu YKIV/ITYC
Moayas I'. Pa6oTocnoco0HOCTH ceTH.

PasBepuyTs Ha [IK pabodee MecTo AQMUHHCTpaTOpa MapTHEPCKOM CETH, CO34aTh CTPYKTYDPY
BTOpOM ceTu. HacTpouTs MexxceTeBoe B3aUMOJACHCTBHE MEXTY ABYMS 3aIMUINEHHBIMY CETSIMH,
CIIeNIaTh CKPHHIIOTHI BCEX 3TAllOB YCTAHOBKH MEXCETEBOTO B3aUMOACHCTBH. [ [poBEPHUTH
B3aMMO/JICHCTBHUE Y3II0B, OTIPAaBUB COOOIIECHHE AETOBOM TOYTHI.

CrenuajucThl:
Moayas A. PazBepThiBanue 3amuiieasoi VPN ceTn.

C noMoIIpI0 TEXHOIOTHY BUPTYAJIbHBIX MAIIMH JUIs BBITOJHEHUS 3aJaHUsl CMOJIEIMPOBaHa
KOpIIOpaTHBHAS CETh OpraHMW3aliy Ha 2 pummanax u 1 opuce mapTHEPOB.

HeobxomuMo caMOCTOSTENIbHO HACTPOMTH COEAMHEHHS, MEXIy BHPTyaJIbHBIMU
MaIlliHAMH UCIIOJIB3YsI CETEBhIE HHTEPQEHCHI.
Mopayas b. PaboTa ¢ y3j1amMu 1 I0J1b30BaTeIsIMH.

[Ipu BBITONHEHWM 3aJaHWM HEOOXOMUMO KIFOUEBBIE HACTPOWKH (YCTaHOBKA IapOJIEH,
HacTpoiiku coemunenus ¢ BJI, kommpomeraiusi, CKpUHIIOTHI paboTocmocobroi cetn ViPNet u
aHaJIOTWYHEIE) WK yKa3aHHBIE MOMEHTHI B 33[JaHUH IOATBEPXKIATh CKpHHIIOTaMH. CKPHHIIIOTEI
HEOOXOIMMO COXpaHUTH Ha pabodem croje B mamke «Momyms InfoTeCS». @opmar Ha3BaHus
ckpuHIIoToB: ITCS-1-2-1.jpg (3amanme 1.2, ckpuHmOT 1). MoXHO HO6GaBHTH KOMMEHTapHi
(ITCS-1-2-1-Coordinator).

Monayas B. Komnpomeranus y3ia.

Ilepen HavanoM BeIIONIHEHHS 32 UKCHPOBATH CKPUHIIOTAMH UMEIOIYIOCS CTPYKTYPY CETH
u okHo YKII ¢ BapuaHTamMi IEpCOHAILHOTO KJTFOUa KOMIIPOMETHPYEMOro mojs3oBarei. Caenars
CKPMHIIOTHI 9KPaHa «3allUIICHHas CETh» Ha IByX KOOPIUHATOPaX.

ITpomsBecTn KOMIpOMETAIMIO KIIFOYEH M BOCCTAHOBIICHHE CETEBOIO B3aMMOJICHCTBHS



cpencteamu YKI/ITYC
Mopyas I'. Pa6oTocnoco6HOCTH ceTH.

Pa3BepuyTh Ha IIK pabodee MecTo AIMHUHHCTPATOPA MAPTHEPCKOM CETH, CO3AATh CTPYKTYDY
BTOpPOH ceTH. HacTpouTs MexceTeBoe B3aUMOACHCTBHE MEXTY IByMS 3alIUIIEHHBIMYU CETSIMH,
CZlenaTh CKpUHINOTHI BCEX 3TANIOB YCTAHOBKH MEXCETEBOT0 B3auMoeicTBus. IIpoBeputh
B3aMMO/ICHCTBHE y3JI0B, OTIIPABUB COOOIIEHHE JETOBOM TOYTHI.

2.4. KpuTepuu oleHKH BbINOJHEHHS 32 aHAS

koMb HAKH:
Ne Onwucanue KpuTepus Bamnne!
Monyas A. PazeeprhiBanne 3amumenHoii VPN ceTn
1. | IIpaBUNBEHO HACTPOEHEI CETEBbIe HHTEP(EHUCHI 5
2. | YcranoBneH u paborocnocoben ceppep VIPNet IIYC 3
3. | Ycranosnen u pabotocnocoben kmuent VIPNet LIYC 5
4. | Ycranosnen u paborocmocoben kiment VIPNet YKIT 5
5. | YcraHoBeH 1 HacCTpoeH koopauHaTop Windows 5
6. | YcranosneH u HacTpoeH Koopaurarop dpunmana 5
7. | YcraHoBieH u paboTOCIIOCOOEH KITUEHT B CETH (uiIraia 5
8. | Co3pman oTyer o cetn 5
Mopyas b. PaGoTa ¢ y31amMu 4 m0/1b30BaTeIIMH
9. | Co3maHsl ¥ HACTPOEHEI TOJIB30BATENH U Y3JIBI (AJIMUH) g
10.| Co3maHbl ¥ HACTPOEHHI IOJIB30BaTeNH U y31sl (KoopauHaTop)
11.| HacTpoeHO B3aMMOIEHCTBHE MEXKTY TI0JIb30BATEIAMH B CETH
Mogayas B. Komnpomeranus y3Jia
12.| CxoMmpoMeTHpOBaHBbI KIIFOYH II0JIH30BATEIS 5
13.| CkoMIpoMeTHpPOBaHHBIH IIOJIH30BaTelh pab0TOCIIOCOOEH 5
Moay.s I'. Pa6oTococo0HOCTD CETH
14.| Ycranosnen u pabotocnocoben cepsep VIPNet LIYC 5
15.| Vcranosien u pabotocnocober ket VIPNet [IYC 5
16.| Ycranosien u paGorocrnocober xmeHT VIPNet YKIT 5
17.| YcraroBneH u HacTpoeH koopauHaTop Windows 5
18.| Y31BI OTHO¥ CeTH BUIHBI B APYTOH 10
19.| IIpoxomut muceMo JIen0BO# MOYTHI U3 OAHOM CETH B APYTYIO 5
Bcero 100




CryneHThI:

=

Omnucanue kputepus

Banner

Moayas A. PazsepThiBanue 3amumennoii VPN cetn

ITpaBuIIbHO HACTPOEHEI CETEBbIE HHTEP(EHCHI

YcranosieH U pabotocniocoben cepsep VIPNet ITYC

YcranoBneH u pabotocnocoben kament VIPNet ITYC

YcranoBneH U pabotocniocoben kimmeHT VIPNet YKI]

YcTaHOBIIEH U HACTpoeH koopauHaTop Windows

YcranosneH u HacTpoeH Koopaunarop ¢punuana

YcraHOBIIEH U paboTOCIOCOOEH KIIMEHT B CeTH (puinaina

CO3Z[aH OTYET O CETH

i |l Wh
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Monyas B. Pa6ora ¢ y31amMu 1 mosib30BaTe I siMu

.| Co3maHb!I ¥ HACTPOEHHI IOJIHE30BATENH U Y3IIbI (AJIMUH)

I
Ll k=

.| Co3naHBI ¥ HACTPOEHHI OJIK30BATENH U Y31kl (KoopaumaaTtop)

W [ W

p—
[\

3 Hacrpoeﬂo B3aMMOJICHCTBHE MEXOYy IMOJIb30BATCIIIMHU B CETH

Monayas B. KomnpomMeranus y3ia

13,

CKOMHpOMC’I‘HpOBaHLI KJIYOYH I10JIb30BaTCIIA

14.

CxoMIpoMeTHpOBaHHBIH OJIE30BaTeNh Pab0TOCIOCOOEH

Moayss I'. HaumeHnoBanue MoayJisi (PerHOHAJbHbIH KOMIIOHEHT)

14.

VYcranosneH u padotocnocoben ceprep VIPNet IIYC

15.

YcranosneH u paborocnocober kiment VIPNet [IYC

16.

VYcranosnen u padorocmocoben kimueHT VIPNet YKI]

17.

VcraHoBieH U HacTpoeH koopauaaTop Windows

18.

Y31161 OTHOM CETH BHUIHEI B APYTOi

19,

ITpoxoaut muceMo Jlen0Bo# MOYTHI U3 OAHOM CETH B IPYTYIO

Bcero

100




CrenuajiucTbi:

Ne | Onucanue kpurepus Baer
Moayas A. PazsepTriBanne 3amumenHoit VPN cern
I. | TIpaBuibHO HACTPOEHEI CETEBBIE HHTEPGhEHCH 5
2. | Ycranosnen u pa6otocnoco6er cepsep VIPNet ITYC 5
3. | YcranoBneH u paborocnocoben kiment VIPNet IIYC 5
4. | Ycrauosnen u pabotocnocoben kmenT VIPNet VKIT 5
5. | VcranoBneH u HacTpoed KoopauHaTop Windows 5
6. | YcranosneH u HacTpoeH Koopaunarop dummana 5
7. | YcranoByeH u paboTocnocobeH KIMEeHT B CeTH (ummana 5
8. | Co3pnan oryer o cetn 5
Moayas b. Pa6oTa ¢ y31aMu ¥ moJ1b30BaTeISIMH
9. | Co3maHsl ¥ HACTPOEHBI MOJIL30BATENH U y3JIbI (AJIMUH)
10. | Co3nmanbl ¥ HACTPOEHEHI MOJB30BaTeH | Y3kl (KoopauHarop)
11. | Hactpoeno B3aumopeiicTBHE MEXTY ITOJIB30BATENISIMH B CETH
Monayas B. Komnpomeranus y3ia
12. | CxoMIpomeTHpoBaHbI KIIOYH IOIB30BATENS 5
13. | CkoMIpOMeTHPOBAaHHELA OJIB30BATENb PaG0TOCIOCOOEH 2
14. | HactpoeH TOKeH 171 BXO/a Ha y3€l 3
15. | TIpoBepka mpoxomuT 10 Beex y3iu0B cetd Llent. Oduc 3
16. ITpoBepka mpoxouT A0 BeeX y370B cetn Pumana 3
17. | OrnpaBka TEKCTOBBIX COOOIIECHMI 2
18. | Otnpaska n€en0BOM MOYTEL 2
19. | CrenaHsl CKPHHIIOTEHI 2
Monyas I'. HammenoBanue MoxyJisi (PerioHaILHbINH KOMIIOHEHT)
20. | Vcranosnen u pabotocnoco6er cepsep VIPNet ITYC 3
21. | Ycranosnen u paborocnocoben kimment VIPNet ITYC 5
22.| Vcranosnen u paborocrnocoben kment VIPNet YKIT 5
23. | YcranosyeH u HacTpoeH koopauaatop HW VA 5
24. | V3Bl OHO¥M CETH BUAHEI B IPYTOM 6
Bcero 100




3. TlepeueHb HCHOJIL3yeMOro 00OpyAOBaHHSI, HHCTPYMEHTOB H PacXOIHBIX
MaTepHaJIoB.

3.1. [IIk01bHUKH, CTYAEHTHI, CIIEIHATACTLI

OBOPYJOBAHME HA 1-'O YYACTHHUKA

O6opynoBanue, uHCTpYMeHTHI, [10, Mebenn

DoTo
Heob6xoaHMOro E
No Hanm::osaﬂ oGopynoBanus, | Tex. XapaKTePHCTHKH o6opyaoBaHmMsi, HHCTPYMEHTOB H CChIJIKA HA mmel:l.enn Ronni
cpeacrsa CaAHUT MPOU3BOAMTEJIA, MOCTABILIHKA
HHAUBHAYAJBH ul
O 3aIIHUTHI
1 | Cron 1400x700 mm, https://meb-biz.ru IIIT.
2 | Cryn OdwmcHbii, https://beautyoffice.ru/kb-8-kreslo-burokrat IlIT.
3 | APM Intel Core i5 wim 6eicTpee, 16GB RAM u Gonee, 500GB Ilr.
HDD u 60nee,OC WINDOWS 8.1, MonwuTop 21 motima u
6onee, MbIIIb, KJIABUATYPa, TOCTYII K TOUKE AOCTyTa
y4JacTHHKa yepe3 wi-fi kapTy KOMIIbIOTEpa I CETEBOM
KabeJb,
https://www.nix.ru/autocatalog/hp/hp_computers/HP-
ProDesk-600-G3-Microtower-1KB3 1EA-ACB-i5-7500-4-
500-DVD-RW-Win10Pro 323282.html
4 He menee 500 VA, https://www.dns- .
B shop.ru/product/9d493cda46bd3330/ibp-dexp-cee-
650va/?7p=1&i=7
5 | Yuiuaurens 220B, 2 MeTpa, 6 pO3eToK, M.
https://www.citilink.ru/catalog/computers_and_notebooks/p
owersafe/powerfilters
6 | Windows 10 Vcranosnennas mis pa6otsl B VMware Workstation .
7 | VMware VMware Workstation .
Workstation
8 | ViPNet VcTaHOBIIMK Ir.
Administrat
or
9 | ViPNet O6paz OVA IIIT.

Coordinator




10 | ViPNet YcraHoBimuk Llr. 1
Policy lt'
Manager ps—
PACXOJHBIE MATEPHUAJIBI HA 1 YYACTHHUKA
PacxonHble MaTepuaIbl
En.
Ne | HaumeHoBaHme TexHuueCcKHe XapaKTepUCTUKH usmeped | Kon-Bo
us
1 ITapukoBas . 1
pyuka
2 | Jlucr 6ymaru 1. 1

PACXOJHBIE MATEPHAJIBI, OFOPYIOBAHUE U HHCTPYMEHTBI, KOTOPBIE YYACTHUKHA

| JOJDKHbBI UMETD ITPU CEBE (upu Heo6X01HMOCTH)
: | | = ||=

PACXOJHBIE MATEPHUAJIBI 1 OBOPYIOBAHME, 3ATIPENIEHHBIE HA TVIOIMAJIKE

1 MobunbHsle
yCTpoOHCTBa
JAONOJHUTEJBHOE OBOPYIOBAHUE, UTHCTPYMEHTHI KOTOPOE MOXET ITPUBECTH C
COBOM YYACTHUK (npH He06X0AHMOCTH)
®oto0
HeobxoauMoOro
" Hanm::onan oﬁoc[;);z;(;::l;m, Tex. xapameﬁ:g;z;;:no::;y:o::;:s; ; 'c:::mca Ha caiT uamIi:.enn Kou-8o
HHIUBHAYANLH f
OH 3alIHUThBI
1 | Opranaiize ik http://com-v.ru/tiflomarket/braille-sense-u2-qwerty/ IIIr. 1
p Bpaiinsa ’
Braille
Sense U2
2 | Creumanus https://www.smartaids.ru/catalog/sighting_loss/kompyutern 1 1
UpOBaHHOE aya-tekhnika-i-po-dlya-slabovidyashchikh-i-
I1O mns slepykh/programmnoe-obespechenie/
craboBUIs
IHX
OBOPYJIOBAHME HA 1-T'0O SKCIIEPTA (npu Heo0X0qHMOCTH)
O6opynoBaHue, Mebenb
®oTo
Heo6xoaHuMOro
. Haum::onan oﬁocl;));zll:lvl::;“"’ TexHHuYecKHe XapamepHCT::)c:lT: Bc:;:i:a Ha caiiT NPOM3BOJUTEIS, mMEg.enn S
MHIMBHAYAJIbH #
OH 3aIIHTbI
Cryn OdmcHbiii, https://beautyoffice.ru/kb-8-kreslo-burokrat . 1/5
2 | Cron 1400x700 mm, https://meb-biz.ru 1. /5
3 | APM Intel Core i5 unu 66icTpee, 8GB RAM u 6onee, S00GB M. /5
. E HDD u 60oee,OC WINDOWS 8.1, Monutop 21 moiima u
ERp— boree, MBIIIb, KIIABHATypa, JOCTYII K TOYKE TOCTyNa
y4acTHHKa Yepe3 Wi-fl kapTy KOMIIBIOTEPa MIIH CETEBOM
Kabeb,
https://www.nix.ru/autocatalog/hp/hp_computers/HP-
ProDesk-600-G3-Microtower-1KB3 1 EA-ACB-i5-7500-4-




500-DVD-RW-Win10Pro_323282.html

4 | Ipunrep JlasepHoe My HP LaserJet Pro MFP M132nw, IIIr. 1/5
https://www.ulmart.ru
PACXOJTHBIE MATEPHAJIBI HA 1 Dxcnepra (mpu Heo6X0IHMOCTH)
PacxonHble MaTepHab
Haumenos Ex.
Ne P TexHuueckue xapakTepUCTHKH u3MepeH | Kon-Bo
us
1 | Bymara bymara oduchas ITa. 1/5
2 | Pyuka IIIT. 1/5
LIapUKOBast
OBIIAS TH®PACTPYKTYPA KOHKYPCHOMU ILUIOIMMAJIKH (npu Heo6Xx0AHMOCTH)
JlononnuTensHOe 060pyIOBaHKE, CPEICTBA HHINBHIY ATLHOM 3aIUTHI
®oto
HeobOxoauMoro T 6
= oﬁopynonanuﬂ, €X. xapamepuc’ruvlm JONMOJIHUTEJBLHOI0 0 0[3ynonamm H CpeacTB En.
Ne auMEHOBAH Che HHAHBHAYAJIbHOH 3aIIHUTLI H CCHIJIKA HA CAUT NMPOU3BOAMTEJIHA, Koux-
o o~ pencTea TieTan U3MepeHH 0J1-BO
IHKa
HHIUBHAYaJIbH A
Oif 3aLHUTBI
1 | Ornerymu OrHeTymuTens YIIeKUCIOTHBIH, http://www.magazin01.ru . 2
TeINb
KOMHATA YYACTHHMKOB (npu He00X01HMOCTH)
O6opynoBaHue, Mebenb, pacXoAHbIe MaTepHabI (TIpU HEOOXOJUMOCTH)
1 Cron
2 Bemanka Bemano - crolika st 0exabl IIT. 1

JOINOJIHUTEJIbHBIE TPEBOBAHWS K IVIOIMA IKE/KOMMEHTAPHHA

KonuuectBo Touek SJICKTPOIMUTAHUS M UX XapaKTCPUCTUKH, KOJIMYECTBO TOUYEK HHTEPHETA U TpeGOBaHI/ISI K HEMY,

KOJIMYECTBO TOYECK BOJBI U TpCGOBaHI/IH (rop;max, XOJ'[O,I[Haﬂ)

Ne | Haumenor Tex. XxapakTepUCTUKHU
aHue
1 220B . 16
4. MmunaEMajIbHble TPeOOBaHHS K OCHAIIEHHIO PA00YHX MECT C YIE€TOM
OCHOBHBIX HO30JIOTHM.
Crnenuajin3upoBaHHOe
ILnomaan, I[IInpuna mpoxona Mexay pabounmMu oGopynoBanHe,
M.KB. MeCTaMH, M. .
KOJIHYECTBO.
https://www.obrazov.org/
PaGouee mecTo (KommgecTBo
He MeHee 2,5
YYaCTHHKA C g He MeHee 1 M obopyIOBaHMS  3aBHCUT
HapyIIeHHEM CJIyXa ’ oT KOJIM4YECTBA
Y4aCTHHKOB)
https://www.obrazov.org/
PaG (KonuuectBo
SRSHL Y LTI 0o0OpyHOBaHHS  3aBHUCHUT
JacTH
Sy 6omnee 3 M He MeHee 1 M oT KOJINYECTBA
HapylIeHHeM
YYaCTHUKOB)
3peHHs . .
Opranaiizep bpaiins,

CIIENHAJIM3HPOBAHHOC




MIPOrpaMMHOE

obecneueHue IS
cnaboBuASIIMX
PaGouee mecto | Gonee 3 M | Pasmeper 30HBI pabouero wmecra Ha | https:/www.obrazov.org/
y4acTHHKA ¢ | Cronsl ¢ | omHoro pebenka mHBanuaa Ha Kkpecie- | (KomrgecTBo
napymenuem OJTA | perymmpoBkoit | xonsicke cocTaBisioT He Meree 1,8%0,9 o0opyIOBaHHS  3aBHUCUT
o BEICOTE. | M. [Ipoxom Mexay paboYuMH CTONAMH | OT KOJINYECTBa
MuHuMaNBHBIH | A1 CBOOOAHOTO TpoOe3a U MOABE3/a K | YIaCTHHKOB)
pasMep  30HBHI | CTOJY JOJKeH ObITh He MeHee 0,9 M, T.e.
Ha OJIHO MECTO | pa3Mepsl paboueil 30HEI BMecTe C
c y4detoM | mpoxogom - 1,8x1,8 ™. Illupuna
IOOBE3Za M | IPOXOAa MEXIY psIaMH CTOJIOB JUIS
pa3BopoTa yUYaIllXCsl,  TEPEeIBUTAIOIMXCI B
KOJIICKM PaBEH | Kpeciax KOJISICKax M Ha OIopax - He
1,8x1,8 M. Menee 0.9 M OT CHOHHKH CTylia JO
CJIEAYIOIIETO CTOJIa, 8 Y MeCTa
ydamerocsi Ha Kpecje KOJISICKE BIOJb
npoxoja He menee 1,4 M
PaGouee MecTo | He MeHee 2,5 | He MeHee 1 M https://www.istok-
yYaCTHHKA €| KB. M reatech.ru/catalog/
COMAaTHYECKHMH
3a00/1eBaHUSIMHA
PaGouee MecTo | He MeHee 2,5 pPEKOMEHIyeTCs npexycMmarpusats | https://inva24.ru/
y4acTHHKa ¢ | KB.M NOoJTy3aMKHyTHle ~ pabouwme  MecTa-
MEHTAIBHLIME kKabuHbl (C OOKOBBHIMH OoOpTHKaMH H
HApyIICHHIMHA 3KpaHaMH Yy  CTONa,  BBICOKHMH
CIMHKaMH CHJIEHHWH, ¢ OopTHKaMu

OrpaXXICHUSIMHU IIO OokaM H c3aau H
T.l'[.), YTO CO3MacT IJId 3THUX Y4YalluXCs

6onee CIOKOMHYIO 00CTaHOBKY,
TIOMOTaeT pEeryJIMpoBaTh
[CUXOJIOTHYECKYI0  IUCTAHIHIO  C
OKPY KaOIIMMH.

*yKa3bIBACTCS CCBUIKA HA CAlT C TeX. XapaKTePHCTHKAMH, MO0 HAUMEHOBAaHHE U TeX.
XapaKTEePUCTHKHU CIELHATH3UPOBAHHOTO 000PyIOBaHHUS.




